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THE COMPLEXITY OF
TERRORISM: SOCIAL AND
BEHAVIORAL UNDERSTANDING

Hﬁu&w for the future

Nancy K. Hayden'

Some problems are so complex that you have to be highly intelligent
and well informed just to be undecided about them.
Laurence J. Peter

Blessed are the curious for they shall have adventures.
Lovelle Drachman

I haven't a clue as to how my story will end. But that’s all right. When
you set out on 2 journey and might covers the road, that’s when vou
Nancy Willard

Life is not a problem to be solved, but a mystery to be lived.
Thomas Merton

Introduction

Terrorism can be viewed as an emergent phenomenon of complex, dynamically
interacting social, technological and institutional systems. Considering temorism
through this lens has sigmificant imoplications for social and behavioral research
and analysis, made possible by advances in understanding complex systems over
the past twenty years. First, the universal principles that govem the behavior of
complex systems provide a much needed, common framework that transcends
traditional academic boundaries and altows synergistic consideration of knowl-
edge from diverse conceptual domains, multiple cultural perspectives, and a
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wide range of behavieral scales. Second, techmical advances in aralyiic methods
derived from complexity science — such as multi-scale dynamic network anal-
ysis, evolutionary computing algorithms, agent-based modeling and simmlation
and multi-dimensional pattern analysis — provide means for data analysis and
hypothesis generation and testing that have been computationally intractable in
the past. Third, new paradigms for sense-making in situations of high complexity
and ambiguity provide intelligence and policy analysts the means to explicitly
consider complex social and behavioral phenomena such as emergence, inmo-
vation, adaptation, self-organization and surprise in developing counterterrorism
strategies. This chapter provides an amalytic framework based on the principles
of complex systems analysis and describes how key analytic methods fit into that
framework thereby providing new paradigms for sense-making.

Naming the problem: wicked complexity

Forty years of research have shown terrorism to be an emergent phenomenon
characterized by a strong coupling between the evolutionary dynamics of the
groups that engage in terrorist activities; their strategies and tactics; the social,
cultural, and political systems within which they are embedded; and the infras-
tructures available to these groups for sustaining their operations. A complete
literature review in each of the relevant subject domains is beyond the scope of
this paper. However, key social and behavioral principles that can be drawn from
the corpus of terrorism research are that:

¢ Temorism is predominarily a group phenomenon of normal psychology,?
fimctioning at the apex of a pyramid of a larger, diverse social system of sym-
pathizers and supporters that exert multiple influences on individual beliefs
and behaviors 3

¢ The path to terrorism is shaped by multiple and diverse motivational factors
with no single root canse

¢  Terrorist groups and their supporting sociil systems are embedded within
institutional and geopolitical structures that co-evolve within specific histor-
ical contexts® and complex religions belief systems.® The associated cultural
norms that justify killing are typicelly mirrored in the legitimizing ideclogy
of the group; the evolutionary development of this perversion provides an
observable pattern of radicalization within a subcubture.”

*  Terroristactions are targeted towards multiple audiences and co-evolve with
public, state and media responses to those actions.¥ While this phenomenon
is well known, the dynamics are not well understood or explamed by cur-
rent research, especially with respect to the advent of the Infernet as an
instantaneous, unregulated, self-organizing communication channel.

e Changes in security environments (whether as counterterrorism measures
or as the natural course of exogencus events) are met with innovation and
adaptation in targets, operations, and strategies.® A prime example is the
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continual adaptation of improvised explosive devices (IEDs) by Iraqi insur-
gents against targets that have evolved from US military forces to foreign
civilians to Iragi security officers to segments of the Iraqi civilian population.
Another is the changed operational pature of al-Qaeda fiom an otganiza-
tion with a centralized strategic planning staff, prior to the US invasion of
Afghanistan, to a self-organizing network characterized more by ‘leaderess
resistance’ strategies after the imvasion.

s  Self-organizing terrorist groups form primarily through social networks; the
structure and dynamics of these networks are determined to a large degree by
the strength and nature of social ties and transactions that take place through
them. 19

e The emergence of the “small world” phenomencn through decentralized
terrorist networks facilitates resiliency in operations, diffusion of ideology
and innovation, and distribution of resources and information.!’ The post
9/11 attacks in London, Madrid and Bali are examples of this emergence,
predicted by Sageman as he monitored the dissolution of al-Qaeda’s “central

“staff™12 So too i the evidence of increasing association of terrorist financing
with organized crime networks, as the accessibility of legitimate financial
institutions to distribution of funds by terrorist organizations was shut down
worldwide after 9/11.

As a whole, these characteristics describe dynamically interacting systems. of
social, technological and institutional entities. Understanding the nature of these
systems, their interdependencies, and how they co-evolve is critical for future
terrorism analysis. In a prescient article — written prior to 9/11, the Madrid
bombings of March 2004, the insurgency in Irag, or the London bombings of
July 2005 — Walter Lacquer described this analytic challenge:'?

Scanping the contemporary sceme, one encounters a bewildering mul-
tiplicity of terrorist and potentially terrorist groups and sects. An
individual may possess the techmical competence to steal, buy, or man-
ufacture the weapons he or she needs for a terrorist purpose; he or she
may ot may not require help from one or two others in delivering these
weapons to the designated target. The ideologies such individuals and
mini-groups espouse are likely to be even more aberrant than those of
larger groups. And terrorists working alone or in very small groups will
be more difficult to detect unless they make a major mistake or are dis-
covered by accident. ... Society has also become vulnerzble to a new
kind of terrorism, in which the destructive power of both the individual
terrorist and terrorism 48 a tactic are infinitely greater. New definitions
and new terms may have to be developed for new realities, and intel-
_ ligence services and policymakers must learn to discern the significant
differences among tetrorists’ motivations, approaches, and aims.
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Discernment of differentiating behavioral characteristics amidst ambignity and
complexity 1§ a critical problem for terrorism analysts. The 9/11 Commission
report recognized this, and attributed the lack of this discernment to a “failure
of imagination™ in the analytic process. Where analysts were found 1o have
information, they did not know that they bad it or did not know the collective
significance of it. What they did know and use, they used in old models.!*
Correcting this situation requires “an alternative malysis approach that is more
aimed at promoting ‘mindfulness’ — continuous wariness of analytic failure —
than a set of tools to employ.™!

What kind of analysis frameworks can provide this “mindfulness™? Since 9/11,
intense introspection on the part of intelligence, research, and policymaking com-
munities alike has pointed to the need for collection, synthesis, and sense-making
of information from rultiple (and often contradictory) sources and perspectives.
This information must be interpreted, hypothesized about, and responded to in
the context of diverse social, behavioral, technical, political and .institutional
models to support 2 spectrum of coumterterrorism decision-making policies and
actions (see Figure 13.1). :

Dissuade Deter and defend  Respond and mitigate

Biraiais

Figure 13.1 Within the spectrum of decisions to be considered, each has a potential impact
on others that are rarely amlyzed holistically. Present analytic stovepipes
based on clazsification of information, mformation domains, culitnral mindset
of analysts, and analytic methods present significant barriers to a holistic
understanding. This fignre was developed by the Advanced Concepts Group
at Sandia National Laboratories, nnder the leadership of Dr Gerry Yomas.
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